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A TIEZHR Ry MU=V BRE T TOFAEZZE LT, etV 7 MRS TOHET,
K7 TV r—rary/)—MI, Zhotxa )T A BIEO—DTHD ISSH) IZOWTHHLET,
1. 2 SSHIZDUL\T

SSH (Secure Shell) & &, W§BALCRALDOBAMZFIM L CLRACHFHUCH 5 2 ¥ 2 — X &Rl 5 7281C Telnet DU &
L CEF SN o b7 m =T,

SSHZ# 5 Z & T, TCP 7' v b2 /)LOBHGEERICFEIEDMENBIMEND Z Evh, TCP Bt D2 &N ER SN E T,
PAR—RLTNDHNN—=T 3 0%, SSH2Z 272D, 4 SOiEfFE— K (T2S/COD/ATC/U2S) D H 6, TCP 7'm h=/Ld 1 > (T25)
THEMT 5 2 ERARETT,

1. 3 FEREIEIZCDNT

KT 7V r—var/—ME, FTRIORT VI TAOREMBE Ry MU —7 OFEBEZEMN L THBILETH, I o0REM
FREHROEMBREICEDETELEL TSN,

PC AE

BIERE 38400 38400
T4k 8 8
AbyTEY K 1 1

N T4 NONE NONE

2 O —Hil{# NONE NONE

Table 1.3-1 LU ZILDHKEH

PC A
IP7RLZX 192.168. 1. 201 192.168. 1. 200
YIRry FIRY 255.255.255.0 255. 255.255.0
r— &S - 50000

Table 1.3-2 v b7 —Y DLEE
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2. SSHDEEE

SSH BERE 2 4~ B B%. ezManager DA 7 a ¥ 7HND [Option] MICH D SSHOF = v 7Ry 7 A% F v 7 LET,

ezTCP Manager v30a (2009/03/03) =151x]

~Search-

Metwork Option |gerial pove |
Ir | sena_1| o
MAC Addrass ¥ Telnee V¥ IP Address Search

I'D—D IS_D” l? IE m F [T gend HaC addres=s |~ Debugging Messags

- I_ Mulcaples fonmection
Pead | r v ssH

Search Besults Sl
00z 30 g0:1f I

Fig 2.1-1 SSH S EE &

F vk, AE%E SSHIZHHIG L7z — "8 L TEMES B2 DICHERHEE 0 7 A > ID ¥ Password ZAEAk L7-#(Z, SSH i@
E0MT7e 2 %7,
Z OB, telnet IZ XL B8 AITWET DT, [Option]HlllzdH D Telnet DF = v 7 Ry 7 A%TF =7 LTLLTEEN,

2. 2 B(ABESE-FES L0454 > ID BU Password MYERK

SSH #REZ I~ 25 aicid. 8t (ABAgE-FEEE) & 1 74 > ID KO\ Password NSLEEE 72 1) £,
ATE T, i (ABRSE- T & o 71 > ID L (X Password OYERRTIEIC DWW TRl L £,

St (NBAGE- TR HE) & 1 7 A > TID KON Password {ERRIFICEE 32 a~> RELITFIORLE T,

EHH avwv kR B
rsa keygen <key length> RSA KEY #ERk keylength [% 512/768/1024 hh 53ETE
RSA KEY rsa key YEm L 1= RSA KEY DFEER
rsa test e L1= RSA KEY D F R k
DSA KEY dsa keygen : DSA KEY {ERL i
dsa key {Emk L 1= DSA KEY DR
1D/Password ssh id 044 > ID & Password MERTE
BRERE ssh save aabbcc33d ERLT-BE 04 4 > ID RU Password & ARKICRTF

Table2.2-1 ATy F—%
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@

RIAED
NG fhEEgE, 7 7 A 2 1D KO Password ZERLT 2 72D ARM & PC &2 FRIO K 5128 L T2 &0,

10/100BASE-T

IP7 FLX:192.168. 1. 201 11l |
IP7 FLX:192.168. 1. 200

@

Fig 2.2-1 A{kD#EER (AR MEE & AEAEFRE)

RIEDERTE
ezManager (2 C OPTION # 7N [OPTIONIHHIZ 3 % [telnet] & [sshlDF = v VR v 7 ANF = v 7 SN TWB R L £,

Telnet $E#5t

AP 7 LA 192,168.1.200, R— |k 23) i3~ F7u s 7 MM LT, telnet #ifm L E T,

728, WindowsVista @~ K7 ra 7 hCTelnet a2~ REFEHT DL, Telnet 7 A4 7> "aA A —/L LT
WARMLENRH Y ET,

C:¥Documents and Settings¥user>telnet 192.168. 1. 200

@

* G:¥Documents and Settings¥user>IXERAEPCICL>TEHRYET,

BT 5 & TREDXFRFRINET,

CSE-M32 Management Console v1.2E Sollae Systems
['sh>

RSA KEY (A GRS - HRZ ) % 1ERL

ABLEIT 512 & 768 KUY 1024byte D RSA KEY Z R — F LTWET, RSA KEY Z K& T721FE, LV ZRITHBEN
ITAETHERRHITES 2 £,

1024byte OHEEIERT 2HE101E, K 1 DRE ORI N LB T,

RSA KEY Z1Ek4 572 [rsa keygen<key length>] ZFEfTL T &y,

RSA KEY OfEIE, {ERT 2 IR0 £,

Ish>rsa keygen 1024

average 50sec required to find two 512bits prime numbers, please wait..

rsa: find 512bits random prime p..1 257 10 11 16 22 23 25 28 35 38 43 46 61 67 68 71 77 80 85 88 91 92
98 100 101 103 110 115 122 128 131 137 140 145 148 158 161 172 173 191 197

... B
3 224 227 233 241 244 251 263 274 281 283 296 314 317 322 326 329 found

rsa: RSA key pair(public/private key) generated.
rsa: key validation 0K
Ish>

HENERR SN D & TRSA key pair (public/private key) generated. ] & [key validation OK] 2AFERENET D TIHERR

KTEEW,
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® RSA KEY DF R k
[rsa test] Z A1 LT, RSA KEY WIEBITIER SN2 & &2 TR TEE W,

Ish>rsa test

* random plain text encrypt/decrypt test *

rsa: key validation OK

public key encryption... done

private key decryption... done
verify ok

private key encryption... done

public key decryption... done

verify ok

[rsa keyl #AJ1LT. RSA KEY ONEZHERTHZ LN TxE4,

Ish>rsa key
public modulus: 1024 bits
£2:¢5:d0:38:0e:67:36:00:22:41:32:98:9f:8e:1e:d8
55:4¢:88:19:53:21:f6:b5:09:5d:0e:ed:5a:b8:72:31

. FRBEg

30:9d:9d:b3:0a:14:cc:85:4f:ab:ef:25:34:a4:3c:fa
e7:62:db:5f:49:5¢:30:2e:69:76:4a:dd:30:82:20:9f
public exponent: 24 bits
01:00:01

® DSA KEY (ARA%E- W) Z1ER
WIZ, DSA KEY #1ER% L %9, [dsa keygen] #3E1TL T, DSA KEY Z/ER L T 72 &V,

|sh>dsa keygen
generating fips186 dsa key...done

verifying. .. done
['sh>
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[dsa key] Z A LT, DSA KEY ODNAEX MR T HZ LN TEE T,

|sh>dsa key
DSA public prime P: 1024 bits
+ e2:18:9f:b9:ea:48:04:b8:5d:ce:94:d2:fb:08:f5:50
+ 8c:52:0b:7d:dc:ee:50:90:49:09:e9:29:3¢c:1d:ae b6
. B
+ d6:8f:0a:a7:b9:f1:d9:cf:15:61:5d:¢7:c4:fc:d7:8¢c
+ 4a:f0:94:23:99:49:9d:76:41:¢9:96:fb:50:11:31:d3
I'sh>

@ B4+ > 1D & Password #E&%5E
27 A2 1D & Password ZFE LET, [ssh id] 2FTLT, 7 A > 1D & Password ZFE L T ZE W,
AJJ L7z Password i& %] CTEFINET,
username : 27 A 2 ID Z AL TLEENY,
password : Password Z# AJJ L TL 72 &0,
retype : FHE Password Z AJJ L TL 72 &0,

Ish>ssh id

username: eztep

password: skkloksokk
retype: sekiersrkdor

ID update ok.

I'sh>

B, m A ID & Password ZENT-BRI%. BE [ssh idl 2 A+252 LT, w7 A ID & Password( %] THR
ENFET) O, FFFH LV A TD & Password Z@ET A LN TEET,

username NFE/R I N7-HF, Enter F—Z ¢ LBED T 71 ID & Password DR E 720 £9°,

username AFRINTZRE, FTZICRET DRI A IDEANTLHE, HLWID & Password (LA T2 Z LN TEET,
¥, EWEITo128AICIE, [ssh save aab5ee33] AT LT, ARICRFEL T IZEW,

Ish>ssh id

eztcop @ kkkkokrok

username:

#0542 ID RV Password ZAIKIZIRE
SSH ZBEEX W 57212, RSA KEY & DSA KYE KU1 271 > 1D & Password & ARIKIZHRIFE L E T
[ssh save aabbce33] # AL T, RIEL T EEW,

Ish>ssh save aab5cc33

save key...RSA DSA SSH_ID SSH_MSG ok
['sh>
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2. 3 FEEHE

SSH i, ZF—2@fE et Ltd= U7 4 Pham bS8 D ERRMIETT 2, ARG THAT S LTRROMICIERECES
W,

(D) TP WBEF T SSHIZHIL L TCWAMERH D 5
AR O A SSHEEREZ M L2 B A IE LT — 2 @ENMThhEE A,
SSH Hhe & 9~ 28555 12i%, TCP #5676 b SSHITHIR L TV A RMENRH Y 77,

(2) TCP 3@{FE— K T2S(TCP) TOAEHT D Z &N TE LT,
ezManager (ZC SSHFSRED A 238NI 5 &, BEE— NI TS ICEESNET,
WEE— K& LTATC, COD TN U2S MIININ TV AIRRET, SSHASREDOEH 2 BRI 2 &, BfFET— RIZT2S IZE T
EhET,

(B)SSLAKREL BEM L THEMT 5 Z i3 TEERA
AR THHR—FEINTNDEEH D 20X =2 U T 45%E ISSLI L idHEhFIE & 7220 F5,
ezManager |ZC SSHHSREDEH 28I 5 & | SSLEEREDOEHBIRN TE < e £7°,

(4)Telnet COM Port Control (RFC2217)#REL P L THEM 2 Z &N TEEHA
AL T R— R ER TV DIBEMREDIBINA 7 3 > [Telnet COM Port Control (REC2217) | & IFHEMFIM & 720 £,
ezManager |2 C SSH HSREDf 23845 & . Telnet COM Port Control (RFC2217) O BN CTX72< 720 £,

G)FERTE DY TAR— ML BEFHENHIR S ET
SSLASREREH T2 &, BEDOL VT AR— M EFTHARME T, COML LSO Y TAR— MIEHTE <7V
S
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3. ENfFHERR

AR & PUTTY 26 H LC, SSH OEIMERERR LA fRal L £7,

3. 1 EnERER

R Z Y — F— R (12S) CEMESE, 7747 2 ML PUTTY Z2EF LE 7,
INZENOIROBHRITI THO X 5 IR L E7,

*  BMERERETSEOISE, SSHOSATURY T TPUTTY] ARBREERY ET,
BFRTIDREERICTIABCESL,

@2‘ Q 10/100BASE-T
>

S
PC (PuTTY) LRI T
5547k ‘ By

IP7 FLX:192.168.1.200

IP7 FLX:192.168. 1. 201
R— ~%5:50000

Fig 3.1-1 A{&EDHEHKE
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O FEDHE
ezManager Zffi o CTARKAZRD L HIZFRE L., [Write] R ¥ E L TARKIZEZAALTIEE,

Serial Port
Baudrate 38400
Parity NONE
Data Bits 8
Stop Bit 1
Flow Control NONE

Table 3.1-1 L) FIKR— FDOEEE

TCP/IP
Local Port 50000
Event Byte 0
Timeout 0
Data Frame 0

Table 3.1-2 ®v bD—H DREE

e2TCP Manager v3.0a (2009/03/03) e e

~Gearch- _-Nemc‘gr‘k_' Oprion Serial 'por‘t.-.l

MAC |IP | Zerial | 00M1 |

MAC Address

WWFEWF ~Serial Port ~TCR/IF
- Serial Tyme TTL Comuunication Mods

Read | Ins—zaz vI = 725 — TcP Server -

Baudrate Peer Address Peer Dort.
23400 - |snton
Parity Local Port
|mm; LI jzoo000
Data Bits Event Byte
5 = 0
Stop Hit Timeout
1 bit x> 2
5 Flow Control D:t'é. Ereng
LI LI_I AOHE & I_ Telnet COMN Eort Centrol(BFCZEl'?J

[T DIn/oes
T¥ Interval
I_ View Coument. p—

|” Disable TCP Transwission Del
Create an =zVEP Port

Fig 3.1-2 FEDHTE
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@ XEDAT—HRAEHER

ezManager @ [Status] RZ U Z# L CAT—Z ZADOMERZ LE7,
[SSH STATUS) A%, IN/AJIZ/2 > CWAHZ L &R LT EEW,

ALPHA PROIECT Co.LTD.

~Statu;

FIRMUARE VERSION
CEE-M3Z / 1.2 Rev. H

SYSTEM UPTIME
0 days 7 0O0:00:14.05

IF4 NETWORK INFORMATION
‘Device IP address — 192.168.1.200
Subnet mask — 255.255.255.00
Gateway - 0.0.0.0
Maue Server - 0.0.0.0

TCP STATE
COML ~ LISTEN
COME - H/R

—\

S5H STATUS
N/A

SERIAL STATUS :
COM1 sio_rx — 0 , met tx — 0 , nmet_rx — 0 .
Bolz i e b6 e il g

=io tx — O
. siotx - 0

Fig 3.1-3 SSH $=#5RT Status Em

® PuTTY MERE

PuTTY OFEEZITWVE T,

[Session| —[Specify the destination you want to connect to]iZd % [Host Name (or IP adress)] &

[Port] ([ZZFNZENAMKD Local TP Address & Local Port # AJJ L TL &0,

[Connection type:]iX. [SSH) Z#EIRL T2V,

PuTTY Gonfiguration

About |

Caiegﬁryr,

- Session | Basic options for your PUTTY seszion |
: Llogging cSpe cify the destination you want to connect to
=8 Terr:nal 4 Host Mame Tor |P address) Prort

s yvboar [Taz1681 200 [50000

... Ball

...Featuras Connection type: e :
. Windaw & e ech osl @

< Appearance —Load, save of delete a stored seszion

Beha\nolur Saved Sessions

... Translation =

... Selection I

.. Colours Default Settings Load |
[=}- Connection :

... Data =

o Prowy Delete |

.. Telnet -

... Rlogin

- 55H T : -
.. Sarial Close window on et
7 Always " Mewver ¥ Onlyon clean exit

gan cel

Fig 3.1-4 PuTTY 3REE®E

BENKEDY E LD, Topen] LTI,
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=R LETE, TROL I REERX v —IRNFRENET, QEHELUBOEFR CIIFRENETA)
NIV | 2L TIIEEN,

PuTTY Security Alert i x|

'E W RNING - POTENTIAL SECURITY BREAGH!
L3

The =erver's hozt key doss not match the ane PUTTY has
cached in the registry. This means that either the

zerver adminiztrator has changed the host key, or vou
have actually connected to another computer pretending
to be the server,

The new rza key fingerprint is:

zeh-rea 1024 Taellbesclebibdbbel Sifatdbaded 10
If wou were expecting thiz chanee and trust the new key,

hit Yes to update PuTTY's cache and continue connecting.

If wou want to carey on connecting but without updating
the cache, hit Mo,

I wou want to abandon the connection completely, hit
Cancel, Hitting Cancel iz the ONLY guaranteed zafe
choice, '

(oo | ooam

Fig3.1-5 E&AyE—

@ %4> 1D & Password # A5

PUTTY DX —F L7 4 RUNRBE, B2/ A 1D & Password R L CEEJ DT,

AJJLTL7Z&EW, Password AN L TCHERINTHA,

2107 1A8 1 900 — P TTY

Fig 3.1-6 PUTIYZ—SFILo1s VKD

10

BRELT-r 74> 1D & Password
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OEinE R
SSHEREZ A L CHEREL TV D Z LA RER L E 7
ezManager O [Status] R & > Z LT, TCP SATE & SSH STATUS 23 FREDHEH D L H 122> TWNWDH Z & & TR TEE W,
TCP SATE : COM1 - ESTABLISHED
SSH STATUS H H : State - 6
:KEY - DH_GRPUP2, RSA
: Cipher - AES256, HMAC_SHA1

N

[ Htatw:
FIRMVARE VERSION =
CEE-M3Z / 1.2 Rev.H

SYSTEM UPTIME
0 days # 00:13:26.37

IP4 NETWORK INFORMATION
‘Device IP address - 192.163.1 200
: Z5E.ZEE ZEE. 0

TcE STATE
COML - ESTAELISHED
comz - H/A

ate - &
KEX - DH_GROUPZ, RSh
Cipher - AESZ56, HMAC SHAL

SERIAL STATUS
COML sio ¥x - 2 , net tx - 1218 , net r¥ - 1768 , =io tx - 0O
COMZ  sio rx — 0 , net £x — 0 , net rx - 0 , sic tx — 0

=

Fig 3.1-7 SSH #&#xtk Status EIm

11
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®OT— 2 BIEDHER
SSH ¥, 7 — ZWBIZ N FHEN E D D ER L £ 7,
AREDLY TR —F EHHHE LT PC DA R—F —IF L a e L, @E45Mt%
WEFMFE TRIORLET,
723%. WindowsVista [ZIFNA N—=F = I FARFBENTEY FEADTHHE L —IF LY 7 b2 THESTEI N,

ELET,

5

R— FDE&E &
Ev ~/# 38400

T—HEvh 8
)T« L

AryTEY B 1
20— L

Table 3.1-3 R— FDEE

VU TNAR—=MUDZ = F BT —4% [123] #%E L PUTTY D Z — 3 /12 1123) B"FoREH, PullY % —3 J /L
MHT—H Tabe) ZE[FEL, VU TR — MO X —IF U2 Tabe] BFREIALL K TT,

o N “5ezTGP — PAM—A—=T ) = =] B
1921681 20 FriME) REE FT BIEGC) EED ALHH)
' mEE R
[ abc_
4| | ¥
HR 00 (SEhiEl (38400 8-N-1 [SOROLL [,

Fig 3.1-8 PuTTY flITR{E Fig3.1-9 > Y7IR—EITRE

FomE#RIE, PuTTY 2 HAREMNCSTFET —F Tabe) Z2F L, AREMA S PuTTY N CFT —4 1123) Z%EF L7
WRFDE T,
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lezManager | DEEHES KUY R— FIZDULN\T

- ABRIZEEN S ezManeger] (UTF. KV T bz 7) OEFHEL Sol laeSystems HARE L TULET,
AYT b TEBEHRTERE. 5. 2REMRTHILIE—TELEVLET,

C BHEARVT RO TICEAL, BATORTFY—ERRUVEMIYR— FERBIH>TEY ERA,

cAYI LI TOERADKER. AN—EBENIRELTL, BHTRH—UBERZEVERADTITRILESL,

JEE

CAXEOEEEE ) TLIFIASIY MBRELET,

ANEONBRERM TER TS LF—UELELFETS,

CAXEICRBINEABRS I VH L TILTOTSLEOEFEEE ) 7LI77700z) FARELETH, BFHRO7 T 7—
YavTERENABEICE. TEAICCHAVEETET,

AXEORNBR. FRFELGLICEEESNDCEAHBYET

CAXEICRBSATVWEIRE., BLUVHUTLTOTSALICOVTOEMEOYR— ME—PRHFR/ITTEYFRADTITELES
LY,

AXEONBRITONTIEE, ALEHALTERLELEDS, A—FELGR, RYBEBRAEORIHY ELLoBHETIERT S,

AXEOABBLIVY U TINTOTSLICETE, 7IIVr—2avEERALERER. F—HRBESRELTH, BUHTRI—UEREZEA
WEBADTITETEL,

BERICDUNT
+ Windows®®D IE X & #il& Microsoft®Windows®Operating System T
+ Microsoft, Windows I&. *[E Microsoft Corporation. dKE & & UZDDEIZH 1T 2EEE - [FEHFEHETT .
+ Windows®Vista, Windows®XP. Windows®2000 Professional I&. *[E Microsoft Corporation. DEFEHTT .
ANETETREOLSICHBLTRBELTLSHEENTSVET, CTERTSLY,
Windows®Vista [& Windows Vista % L < [& WinVista
Windows®XP (& Windows XP % L < [& WinXP
Windows®2000 Professional I& Windows 2000 % L < [& Win2000

FEOMORHA, REBIE. SHOBEHFRFEHEETT.

/4> ALPHA PROJECT Co,LTD.

¥ 7ILI7IAS S
T431-3114

ERRE R R T R X FEASHT 834
http://www.apnet.co.jp

E-MAIL : query@apnet.co.jp
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